Information privacy concerns extend to the online environment with consumers having different expectations towards privacy. While privacy is regulated in many countries the perception of online consumers, the privacy culture, vary as indicated in various global surveys. This research aims to develop a validated instrument that can be used to measure the online information privacy culture of consumers. For this purpose a conceptual Online Information Privacy Culture Index Framework (OIPCIF) is proposed based on the Fair Information Practice Principles (FIPPs) and the OECD privacy guidelines. The Online Information Privacy Culture Index Questionnaire (OIPCIQ) is conceptualized and validated using factor and item analysis. The OIPCO was rolled out in South Africa as the first participating country in the study for which recommendations are made based on the outcomes.
INTRODUCTION
Online companies have to consider the privacy concerns of consumers to establish trust when processing personal information [1] , [2] . Privacy concerns of consumers vary between countries and even between demographical groups as evident in global privacy concern studies that have been conducted [3] , [4] . While consumers have certain expectations towards the processing of their personal information, which companies should take into account, companies must at the same time comply with data protection legislation. Current privacy concern studies focus mostly on the concerns [5] or expectations of consumers towards privacy [1] [3] [4] . The existing studies however, does not compare consumers' privacy expectations with their confidence as to whether companies are meeting their privacy expectations in line with general accepted information privacy principles such as that of the Fair Information Practice Principles (FIPPs) [6] and the Guidelines on the Protection of Personal Information and Trans-border Flows of Personal Data [7] . Such an index could aid companies in establishing whether consumer's privacy expectations are higher or lower than regulatory requirements and whether consumer's believe that companies are meeting their expectations. This information can be used to define privacy strategies and policies for companies and to ultimately improve the trusting relationship with consumers through the social contract [8] .
II. OBJECTIVES
The main objective of this research is to develop a global Online Information Privacy Culture Index (OIPCI), whereby consumers' expectations of how online companies (websites) should deal with their personal information and their confidence in whether privacy requirements are met by the online companies.
The specific objectives of the research are to:
 Define a conceptual framework, Online Information Privacy Culture Index Framework (OIPCIF). This framework should be mapped to the FIPPs and the OECD privacy guidelines to enable different jurisdictions to implement the framework and align it to their data protection legislation.
 A second objective is to develop a valid and reliable measurement instrument, Online Information Privacy Culture Index Questionnaire (OIPCIQ), based on the framework that can be used to measure the online information privacy culture of a country.
 The third objective is to conduct a survey in a country to start with the data collection to build the global online information privacy culture index. This also allows the researcher to make recommendations for the participating country to address any developmental areas as well as to validate the measuring instrument.
The paper begins by defining the concept of an online information privacy culture and an overview of some consumer perception studies. There after the OIPCIF is presented. This is followed by a discussion of the research methodology and proposed OIPCIQ, which was deployed in South Africa as part of the empirical study. The results of the study is presented followed by the validity and reliability analysis.
III. INFORMATION PRIVACY CULTURE
An information privacy culture is defined as "the perceptions and beliefs a nation (hereafter 'consumer') has regarding the processing of citizens' personal informationwhat expectations they have and how they believe companies are meeting those expectations given certain information privacy principles (or requirements). [9] . In defining the online information privacy culture the aforementioned definition needs to be extend to the online environment of cyber space which includes the Internet, telecommunication networks, computer systems and embedded processors and controllers [10] . It therefore includes companies with a website presence that collects and processes personal information of potential or existing customers via the internet.
The online information privacy culture can thus be described as the perception and beliefs of consumers regarding the processing of their personal information in cyberspace -what Open Rubric expectations they have and how they believe online companies are meeting those expectations given certain information privacy principles (or requirements).
IV. EXISTING INFORMATION PRIVACY PERCEPTION SURVYES
Various surveys have been developed and conducted globally to measure consumers' concerns with regards to online privacy on the internet. An extract of these, ranging from industry surveys to academic surveys, are outlined in table 1.   TABLE I. PRIVACY PERCEPTION SURVEYS
Privacy perception surveys

Focus
Concern for Information Privacy (CFIP) [11] One factor which focuses on information collection, unauthorised secondary use, improper access and errors. Expanded CFIP [1] Extended the CFIP with internet user concerns which address three dimensions, namely collection, control and awareness from a social contract perspective.
Internet
User's information privacy concerns [12] Theoretical framework for internet user's privacy concerns, focussing on collection, control and awareness.
The EMC Privacy Index -Global & in-depth country results [3] Global survey aimed at measuring consumers' perceptions of online privacy and indicates the willingness of consumers to share private information for the sake of greater convenience. The Data Protection Eurobarometer [4] [13] These surveys cover aspects such as consumers' perception towards providing personal information and online profiling, concerns about privacy and levels of privacy awareness in an online context in Europe. Symantec's State of Privacy Report [14] Current perceptions on data privacy across Europe.
Deloitte and Touche's Australian Privacy Index [15] Privacy index survey of organisational perspectives regarding privacy in a work context in Australia. TRUSTe/National Cyber Security Alliance -Consumer Privacy Infographic [5] Consumer Privacy Index focusing on consumer concerns, privacy awareness and business impact in the online context.
While most of the surveys in table 1 focus on consumer privacy in an online context, the constructs are not all based on the FIPPs and OECD privacy principles. These studies do not consider both the expectations and concerns of consumers towards privacy in order to determine a gap. The researcher therefore proposes that both conceptsconsumer expectations and confidence levels of whether companies are implementing privacy regulatory requirementsshould be considered in an effort to determine the online information privacy culture consumers. Expectations and confidence levels regarding the privacy regulatory requirements should be aligned with the FIPPs and OECD privacy guidelines, to ensure that regulatory requirements form the cornerstone of the culture being measured, as that will aid in comparing indices across nations.
V. THE PROPOSED ONLINE INFORMATION PRIVACY CULTURE INDEX FRAMEWORK (OIPCIF)
The Online Information Privacy Culture Index Framework (OIPCIF) is portrayed in Figure 1 . The cornerstone of the framework is the FIPPs [6] and the Guidelines on the Protection of Personal Information and Trans-border Flows of Personal Data [7] , which are considered in most countries' data privacy laws [1] . From these, nine regulatory privacy requirements were defined. The requirements serve as the constructs in the framework as derived from the aforementioned, namely: accountability (AC), openness (OP), processing (use limitation) (PR), collection limitation (CL), purpose specification (PS), data subject participation (access) (DS), security safeguards (SS) and information quality (IQ). Unsolicited marketing (UM), cross border transfers (CB) and sensitive (special) personal information (SP) were also added as regulatory privacy requirements as these aspects are covered in the General Data Protection Regulation of the European Union (GDPR) [16] and in various other data privacy legislation such as the Protection of Personal Information Act (POPIA) of South Africa [17] and the Data Protection Act (DPA) of the United Kingdom [18] .
Together the eleven constructs serve as the baseline or minimum data protection requirements of the conceptual framework.
The privacy expectations block, in figure 1, relates to the expectations of consumers about each of the eleven regulatory privacy requirements. While the regulatory requirements must be complied with by companies, consumers might have lower of higher expectations than what is required by the law. These expectations could assist to understand the information privacy culture of the various demographical groups in a country. As pointed out in the research by Hofstede [19] , national culture plays a role in the perceptions of people towards privacy for example, Europe is seen as a continent that follows a bureaucratic approach to privacy [20] whereas a more permissive approach is followed by North America [21] .
The privacy confidence block represents consumers' perception as to whether organizations process personal information in line with the regulatory privacy requirements. This could give an indication as to the perceived level of compliance. However, it does not represent actual compliance or non-compliance with data protection laws as this should be determined through external and internal audits of self-assessments by companies.
The objective is to determine the perceptions of consumers as it could influence their level of trust towards companies. This can give insight as to whether online companies need to change their awareness and communication strategies about their privacy policy to build a reputation of compliance as to a perception of non-compliance. A gap can be determined if the privacy expectations about each regulatory factor requirement is compared with the perception of consumers' confidence as to whether companies are meeting each regulatory factor requirement. Consumers' expectations might be higher or lower than what they believe companies are currently doing. The identified discrepancies can be used by companies to understand the expectations of their consumers and to address areas where they fail to meet it in order to promote a trusting relationship.
The privacy concerns block relates to general concerns of consumers when sharing their information online. These could relate to concerns when sharing different types of personal information and to establish the awareness levels of consumers towards their privacy rights. This information can be used by Regulators to define privacy guidelines for online companies as well as serve as input to awareness campaigns and codes of conduct which Regulators often provide. Online companies can also use this information for their strategies when designing websites used for the collection of personal information of consumers.
The privacy expectations, privacy confidence, gap and privacy concerns together gives an indication of the online information privacy culture and together serve as the index. As the regulatory privacy requirements are based on general accepted privacy principles the data protection regulatory requirements of a country can be mapped to the requirements of the proposed framework to allow for comparison of the index between countries.
VI. RESEARCH METHODOLOGY
A. Research method and design
A quantitative research design with a survey research method was utilized in this research [22] . Questionnaires are often used in research where attitudes and opinions of respondents are measured about specific concepts using for example a Likert scale [22] , [23] . The targeted population was internet users of South Africa and as such only people who use the internet and websites with access to email were included, hence the selection of a web format for the survey.
B. Research instrument: Online Information Privacy Culture
Index Questionnaire (OIPCIQ) The OIPCIF was used to design the questionnaire statements of the Online Information Privacy Culture Index Questionnaire (OIPCIQ). A panel of five experts provided input to the questionnaire design where after some questions were adapted. Herewith addressing content validity to ensure that the questions adequately cover the subject and are based on literature [23] .
The questionnaire was developed with four sections. Section one related to biographical questions such as generation groups, gender, income, language, province, industry, qualification levels and employment status. In section two questions regarding privacy concerns and awareness were asked.
Section three comprised of 22 privacy expectation questions and section four of 22 privacy confidence questions. The privacy expectations section and the privacy confidence sections' questions were paired. Each privacy expectation question were phrased to establish the expectation of consumers about a specific privacy regulatory requirement. The related privacy confidence (paired) question was phrased to establish the level of confidence that consumers have that companies are implementing that specific privacy regulatory requirement. A Likert-style rating scale was used. The privacy expectations question scale was: I do expect this; I sometimes expect this; Neutral; I mostly expect this; I always expect this. The scale used for the privacy confidence questions was: Very confident; Somewhat confident; Neutral; Quite confident and Very confident.
C. Sample
The survey was conducted in South Africa as the first participating country in the study. The questionnaire was sent out electronically to an opt-in database of consumers, which is managed by a research organisation, iFeedback [24] . A total of 512 responses were obtained during 2017. After the data was cleansed and uncompleted questionnaires were removed a total of 356 responses were used in the final data analysis. Two hundred and twenty responses were required to conduct the validity and reliability test of the questionnaire (5-point scale times the number of questions) [25] . SPSS was used for the analysis. The majority of the respondents were male (61%). Ninety seven percent were employed, with the majority having posts graduate qualifications. Responses were received across 16 industries, mostly in technology and software (15.61%), financial services (13.23%) and industrial (10.85%). Respondents mostly used their laptops to access the internet (50.48%), followed by cellphones (22.84%), desktops (21.88%) and tablets (4.81%). The sample therefore represented mostly employed South Africans with post graduate qualifications. The findings and recommendations are therefore limited to this group. Future research will focus on obtaining a wider, representative sample of the South African population. The data obtained in this research enabled the researcher to validate the questionnaire and to obtain an indication of the privacy culture of the participating sample of online South African consumers.
I. RESULTS
A. Online concerns results
There seems to be more concern about the sharing of personal information over the internet as 81% of consumers were concerned about deposing their personal information on websites in contrast with 65% being concerned about sharing their personal information with companies in everyday business transactions that does not involve the internet. Most consumers (4.59 mean) are concerned about deposing their financial information on websites and personal identification numbers (4.51 mean). Consumers are also concerned about the protection of their personal information when depositing their personal information in websites (4.41. mean). They are especially concerned when websites build online profiles without their consent (4.45 mean) or when their personal information might be sold without their consent (4.31 mean).
Seventy five per cent of the consumers indicated that they know of someone who's personal information has been misused by another person via the internet with 34% who were directly affected. While consumers are concerned about depositing their personal information on websites most indicated that their knowledge of their privacy rights are average (42.3%) or poor (25%).
B. Online privacy expectation results
The highest expectation related to honoring of respondents; choice if they decide not to received direct marketing (4.88). This was followed by the expectation that online companies should protect their personal information when it is sent to other countries (4.85). The third highest expectation related to online companies having the necessary technology and processes in place to protect consumer's personal information. For all the privacy regulatory requirements the mean was above 4.00, except the expectation that websites should keep personal information of consumers' up to date (3.19) . This indicates that the participating sample of South Africans have a high expectation for privacy and the protection of their information when they deposit their personal information on websites.
Although POPIA has not commenced as yet, these consumers still have a high expectation of privacy and it is important for online companies to implement measures to process personal information lawfully and to protect it. This will aid in building a trusting relationship with consumers as well as meeting regulatory requirements.
C. Online privacy confidence results
The means for the confidence questions were all below 3.00 with 12 below 2.00, except for the question relating to confidence that online companies are keeping personal information indefinitely (3.05). The aspects in which the consumers have the lowest confidence for online companies are: informing consumers if their personal data were lost, damaged, exposed (1.69), using personal information only for agreed purposes (1.88), notifying consumers before the personal information is collected (1.90), that complaints will be dealt with appropriately (1.92) and that online companies are using personal information in lawful ways. The low means for the confidence of the privacy requirements indicate that this sample of South African consumers have a low confidence level that their privacy rights are honored. This raises the question as to whether online companies (websites) are compliant with the conditions of POPIA and whether privacy rights of consumers are upheld. Table 1 outlines the gap for the question pairs in the privacy expectation and privacy confidence constructs of the questionnaire. A significant difference was identified for all question pairs based on the t-test results. The Sig. (2-tailed) value was 0.000 for all the question pairs (significant if p< 0.05) and was supported by the high t values [26] . This indicates that the consumers have a higher expectation of privacy than what they believe is happing in practice. They have limited confidence that online companies are meeting the privacy regulatory requirements which does not only mean that consumer expectations are not met, but that regulatory requirements might also not be met.
D. Gap results
II. VALIDATION OF INSTRUMENT (OIPCIQ)
The OIPCIQ was validated using an exploratory factor analysis (EFA) which was conducted on the items in the expectation and confidence constructs [27] . The data collected was subject to the Bartlett's Test for Sphericity and the Kaiser-Meyer Olkin (KMO) Measure of Sampling Adequacy, to test the aptness of the sample for the EFA [28] . Bartlett's test of sphericity should be significant (p < 0.05), to indicate sampling adequacy [29] . In this research study, the Bartlett's test was significant at p<0.00 adding further evidence to sampling validity. Two factors (A and B), see table 3, were identified for the expectations construct. According to Kaiser [28] , the KMO should be 0.60 or higher and the cumulative percentage explained by the factors should be higher than 60% in order to proceed with factor analysis. The KMO for factor A and B was 0.924. A total of four Eigenvalues were larger than 1, thus suggesting that three factors may be extracted [30] . Horne's [31] parallel analysis, on the other hand, suggested that two factors may be appropriate. A two, three, and four factor solution was explored. It was found that almost no items loaded on a third and a fourth factor, and therefore a two factor solution was adopted although the cumulative percentage was 51% for the two factors. All item loadings in the expectations construct were above 0.4, except items 47 and 49, which were marginally lower. Based on the theoretical model and the small change in the Cronbach alpa, should the items be deleted, the items, were retained. The loading of item 42 was much lower and was therefore not included. Most of the loadings of the items in factor A and B were between 0.60 and 0.80.
Two factors (C and D) were also identified in the confidence construct with KMO value of .969 and a total cumulative percentage of 65.89% for the two factors. A total of three Eigenvalues were larger than 1, thus suggesting that three factors may be extracted [28] . Horne's parallel analysis, suggested that two factors may be appropriate. Both a two-and three factor solution was explored. It was found that almost no items loaded on a third factor, and therefore a two factor solution was adopted. The loading of the individual items were all above 0.60. The Cronbach alpha for the identified factors were all above 0.8, indicating a good reliability. 
III. CONCLUSION
This research proposes an Online Information Privacy Culture Index Framework (OIPCIF) and related instrument. The Online Information Privacy Culture Index Questionnaire (OIPCIQ) was developed based on the international privacy guidelines to measure the online privacy expectations of consumers, their confidence in whether online companies are meeting regulatory requirements and to identify a gap between the expectations and beliefs of what companies are doing in practice. The questionnaire was deployed in South Africa and the data used to validate the instrument. The validated OIPCIQ, with the four new factors, can be used in other countries to build a global index of privacy culture that can serve as input to define organisational, government and regulator strategies and policies for privacy. Future research will focus on extending the South African sample that participated, comparing biographical groups and to validate the conceptual framework with Structural Equation Modelling (SEM).
